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Abstract—The proliferation of radio frequency identification
(RFID) systems in application domains such as supply chain management requires an IT infrastructure that provides RFID device
and data management and supports application development. In
this paper, we discuss these application requirements in detail.
We also contend that the characteristics of passive RFID technology introduce constraints that are unique to the development
of middleware for the RFID domain. These constraints include
the occurrence of false negative reads, tag memory variations, the
heterogeneous reader landscape, and the limited communication
bandwidth available to RFID readers. To address these constraints
and the application requirements for filtered and aggregated RFID
data, we developed Accada, an open source RFID platform. This
paper shows that the Accada implementation, which is based on a
set of specifications developed by the EPCglobal community and a
number of extensions, such as the surrogate concept and the virtual tag memory service, addresses the majority of the application
requirements and limitations of passive RFID technology.
Index Terms—EPC network, middleware, radio frequency identification (RFID).

I. INTRODUCTION
ADIO FREQUENCY identification (RFID) technology
has recently seen growing interest from a wide range of
industries such as retail, pharmaceutical, and logistics [1]. In
these domains, RFID technology holds the promise to eliminate
many existing business problems by bridging the economically
costly gap between the virtual world of IT systems and the
real world of products and logistical units. Common benefits
include more efficient material handling processes, elimination
of manual inventory counts, and the automatic detection of
empty shelves and expired products in retail stores [2]. RFID
technology has a number of advantages over other identification technologies. It does not require line-of-sight alignment,
multiple tags can be identified almost simultaneously, and the
tags do not destroy the integrity or aesthetics of the original
object. The location of tagged objects can thus be monitored
automatically and continuously.
In traditional RFID applications, such as access control, there
was little need for an RFID middleware because the RFID readers
were not networked and the RFID data were only consumed by a
single application. In novel application domains, such as supply
chain management and logistics, there is no longer a 1-to-1 relationship between reader and application instance, however. In
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these domains, many readers distributed across factories, warehouses, and distribution centers capture RFID data that need to
be disseminated to a variety of applications. This introduces the
need for an RFID infrastructure that hides proprietary reader device interfaces, provides configuration and system management
of reader devices, and filters and aggregates the captured RFID
data. This frees applications from the need of maintaining connections to individual reader devices or dealing with the idiosyncracies of proprietary reader protocols.
From an application development perspective, it is also important to abstract from the low-level RFID data captured and
translate them into more meaningful application events. The detection of an RFID tag with tag ID 3455.3454656 by reader
8745653 would thus result in the corresponding business event
that a shipment of razor blades arrived at dock door 14 of the
warehouse. Many benefits commonly associated with RFID require sharing these business events across the supply chain [2].
In this paper, we analyze these application requirements in
detail. We also present characteristics of passive RFID technology that are unique to the development of middleware for the
RFID domain. The main contribution of this paper is a middleware platform called Accada.1 Accada is an open source RFID
infrastructure which implements the interfaces defined in the
EPC Network specifications by EPCglobal.2 The EPC Network,
originally proposed by the Auto-ID Center [3] and further developed by the members of EPCglobal, is currently one of the predominant standardization effort of the RFID community. The
analysis in this paper shows to what extent the Accada platform
that builds on current industry RFID standards addresses the application needs and constraints of passive RFID technologies
that we identified.
The rest of this paper is structured as follows. In Section II, we
detail the requirements for an RFID infrastructure. Section III
provides a brief overview of RFID technology and outlines
the constraints imposed by the characteristics of RFID. In
Section IV, we describe our Accada RFID platform. We
continue by presenting some sample applications that were
developed with Accada in Section V. In Section VI, we show
how our implementation addresses the application needs and
technology constraints, and we review limitations of our implementation and present future work. Before we conclude in
Section VIII, we discuss related work in Section VII.
II. APPLICATION REQUIREMENTS
The following paragraph outlines a supply chain scenario, a
distribution center of a pharmaceutical company (cf. Fig. 1),
1[Online].
2[Online].
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Fig. 3. Filtering and aggregation of RFID data: data of the two dock door
readers are combined, duplicate EPCs are eliminated, EPC 11.49.40 is filtered
out, and quantities of product categories are calculated. Eliminated “reads” are
shown in grey.

Fig. 1. RFID readers in a distribution center feeding captured data to different
applications (source: EPCglobal).

Fig. 2. Use case diagram of RFID usage scenario in a distribution center.

that represents a common application of RFID technology. The
corresponding use case diagram is shown in Fig. 2. We use this
scenario and the use cases to derive the application requirements
that an RFID middleware should address.
Goods arrive at the distribution center and are identified by
the readers at the dock door. The captured information is transmitted at once to the supply chain management (SCM) system,
which provides track and trace functionality. The goods are
then placed in the warehouse, where RFID readers scan the
inventory. At regular intervals the readers trigger the legacy
warehouse management (WM) systems to update the inventory counts of the corresponding product categories. Goods are
picked from the warehouse and packed at the corresponding
pick and pack station. An RFID reader monitors the tagged
items currently packed so that a local application can support
staff with a near real-time comparison of items actually packed
and the items on the pack list. Before the shipments are loaded
into the trucks at the loading dock, they pass a reader that scans

the tag on the pallet and passes this information to the supply
chain management system, which sends an advance shipping
notice (ASN) to the recipient of the shipment. On a nightly basis,
all tag IDs of the items packed and shipped are transmitted to
the healthcare authorities to comply with pedigree legislation.
To maintain an adequate service level, the readers report exceptions to a remote system monitor. RFID system integrators can
inspect a configuration of a reader and reconfigure reader devices remotely.
Based on an analysis of different RFID applications including
the previously mentioned, we identified the following application requirements an RFID middleware should meet.
RFID Data Dissemination: The information captured by a
reader is usually of interest not only to a single application, but
to a diverse set of applications across an organization and its
business partners. The captured RFID data must thus be broadcast to the entities that indicated an interest in the data, such
as the SCM system. Due to the event-driven nature of many
processes monitored with the help of RFID systems, there is a
need to support asynchronous messaging as well as a query-response model. In our example, regulatory authorities execute a
daily query to retrieve data, whereas the pick and pack application is notified asynchronously whenever a new tag arrives.
Different applications also require different latencies. Applications that need to respond immediately to local interaction with
the physical objects, such as the pick and pack application, require a short notification latency that is comparable to the observation latency. Legacy applications that are not designed to
handle streaming data might need to receive batched updates on
a daily schedule.
RFID Data Aggregation: RFID systems generate a significant amount of data that can be aggregated in a number of different ways (cf. Fig. 3). RFID data can be aggregated in the time
domain, e.g., by generating entry and exit events, and in the
space domain, e.g., by combining data from different readers
and reader antennas that observe the same location. In our scenario, a single dock door is monitored by two RFID readers.
The RFID events are aggregated and the original reader ID is
replaced by the ID of a logical reader that was defined for the
dock door location. Legacy IT systems typically cannot handle
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the instance-level data captured by RFID data. There is, thus,
also a need for count aggregates that report the quantity of objects belonging to a specific category (i.e., product class) rather
than the serial number of each object detected.
RFID Data Filtering: A common feature of all applications
that make use of the captured data is the desire to receive filtered
RFID events rather than all RFID data captured (cf. Fig. 3). Different applications are interested in different subsets of the total
data captured, based on reader, reader antenna, and tag involved.
In the previous supply chain scenario, the SCM system might
only be interested in tags attached to certain products.
Writing to a Tag: Some tags feature not only memory space
for an identifier, but also for additional data. RFID middleware
should thus provide means to write to and read from this additional memory. This additional memory can then be used to
store application data such as expiry dates in order to facilitate
data exchange where no network access is available.
Trigger RFID Readers by External Sensors: In many applications, there is no need to operate RFID readers continuously.
Due to the limited bandwidth available, it is even undesirable to
have readers transmit while no tags are present [4]. To initiate
the tag inventory process at a reader when there are tagged objects arriving in the read range, external sensors, such as motion
sensors, should thus be able to trigger the RFID readers. In our
example, the readers at the dock door only operate when items
enter their read range. The arrival is detected by a motion sensor
in front of the dock door.
Fault and Configuration Management: The proliferation of
readers mandates fault and configuration management. This includes monitoring the health of RFID readers and accessing the
RFID reader configurations remotely. The result is that RFID
readers can be integrated into IT service management, just like
any other computing hardware.
RFID Data Interpretation: From an application perspective,
it is also desirable to provide a mechanism that interprets the
captured RFID data in a given business context and that turns
low-level RFID events into the corresponding business events.
For example, the detection of a number of tags at a dock door
can thus be automatically translated into a “shipment complete”
event.
Sharing of RFID Triggered Business Events: Many benefits
commonly associated with RFID require data sharing across the
supply chain [2]. In order to realize those benefits, an infrastructure that captures RFID triggered business events and makes
them available to authorized parties is essential.
Lookup and Directory Service: During its lifetime, an RFIDtagged item usually passes the readers of many different parties. These parties typically store read events and other related
data in their own respective information systems. In order to locate these various databases containing data on a given item, a
lookup service is needed.
Tag Identifier Management: RFID allows for the unique
identification of objects through the identifier stored in the
memory on the RFID tag. Different numbering schemes exist
for such an identifier and have to be supported by an RFID
middleware. One prominent example is the electronic product
code (EPC) [5] that comprises three parts, namely the product
manufacturer ID, the product type ID, and the serial number.

IEEE SYSTEMS JOURNAL, VOL. 1, NO. 2, DECEMBER 2007

The EPC is available in different representations. This includes
a representation that is suitable for storage in tag memory as
well as representations as uniform resource locators. To convert
between the different representations, a tag identifier translation
mechanism is required [6].
Privacy: The intended deployment of RFID-based tracking
solutions in today’s retail environments epitomizes for some
the dangers of an Orwellian future: unnoticed by consumers,
embedded RFID tags in our personal devices, clothes, and groceries can unknowingly be triggered to reply with their ID and
other information, potentially allowing for a fine-grained yet
unobtrusive surveillance mechanism that would pervade large
parts of our lives [7], [8]. An RFID middleware should consider
these consumer fears and the legal guidelines that apply for data
collection. If RFID communication protocols support dedicated
privacy enhancing features [9], [10], the RFID middleware will
also need to support their use. For the “kill”-command specified
in [10], this means, for example, that RFID middleware must
provide the appropriate “kill”-passwords to the reader.
Other application requirements that relate to security and
scalability are not discussed here in detail, since they are not
unique to RFID middleware design.
III. CONSTRAINTS IMPOSED BY THE CHARACTERISTICS
OF RFID
Before describing how the application requirements listed in
Section II can be met, we will outline the constraints imposed
by the characteristics of RFID. We believe that these constraints
have a significant impact on the design of an RFID middleware
and introduce aspects that are unique to the RFID domain. Any
RFID middleware design that fails to include these will result in
inefficient data capture and, consequently, low data quality.
There are a wide variety of different RFID systems that address the requirements of individual applications, e.g., with respect to range, transmission speed, susceptibility to environmental interference, and cost. Different passive RFID systems
can be distinguished by the frequency band they operate in, the
coding, the modulation, the medium access techniques used,
and the supported command set. Since RFID design is generally driven by tradeoffs between different properties, e.g., read
range, data transfer rates, identification speed, tag, and reader
form factor, there is no single RFID technology that proves superior in all possible application domains. For the purpose of
this paper, the characteristics common to all passive RFID systems are most important, since they have a strong impact on
RFID middleware design. These include the following.
Reliability Issues: Due to the field nulls caused by, e.g., multipath fading (at UHF) or absorption by objects in the range of
the reader, there is no guarantee that a tag will stay powered
while in the assumed range of the reader. The result is a false
negative read. Such false negative reads can also be caused by
collisions on the air interface and by transmission errors [11].
False negative reads result in the fact that a tag will not be continuously detected on consecutive scans by a reader (cf. Fig. 4)
although the tag remains in the assumed range of the reader.
RFID middleware should address this characteristic of passive
RFID technology by providing time aggregates, such as entry
and exit events, which represent the most likely time of arrival
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Fig. 5. “Select” command in the EPCglobal UHF Class 1 Generation 2 protocol [10]. A particular tag population is selected before the inventory process
is initiated with the “query” command.

Fig. 4. Example of a series of tag reads showing regular reads by an RFID
reader (HF) of six tags which are present in its read range [11]. The “missing”
reads indicate that not all tags are detected on each scan (false negative reads).
The figure also illustrates two different causes of false negative reads: interference problems (1) and collisions on the air interface (2).

and departure of a tagged object. Multipath effects can also lead
to false positive reads. A false positive read occurs when a tag is
detected although it is not within the range typically associated
with an RFID reader antenna. This could, for example, mean
that a tag passing through dock door 1 is “by mistake” detected
by a reader at dock door 2, leading to a wrong location estimate. Ideally, appropriate data analysis performed on the reader
or in the middleware could distinguish the weak tag reply by a
tag embedded in a pallet from a reply by a tag located far away
from the reader antenna.
Tag Memory: The design of RFID middleware is also influenced by the memory structure on the tags. The memory on
the microchip embedded in the tag usually contains a unique
identifier. This can be either a random serial number or an
identifier code that incorporates information about the tagged
object, e.g., its manufacturer. Most microchips also feature
small amounts of additional random access memory. Due to
the increased power required to write to the EEPROM on the
microchip, the maximum distance between reader and tag for a
“write” operation is a fraction of that for a “read” operation. In
[12], Karthaus et al. present a UHF RFID tag microchip with
EEPROM that consumes 12.5 W in read mode and 35 W
in write mode. RFID middleware should thus not only provide
a method to write to a tag, but should also consider the fact
that it might not be possible to write to a tag, even if it was
successfully identified previously.
Heterogeneous Reader Landscape: The diverse computing
and networking capabilities of readers are also an important
characteristic of RFID technology. Low cost readers usually
support only a single antenna and a serial RS232 interface.
More sophisticated reader devices support several antennas,
a TCP host interface, and ample computing resources for
on-device data processing. The result is that an RFID middleware design cannot assume that all RFID reader devices have
the same capabilities. Many RFID deployments also feature

handheld RFID readers, which might only have an intermittent
network connection.
Reader Collisions: RFID systems rely on the availability
of unlicensed frequency bands. Radio transmissions in these
unlicensed bands are governed by local radio regulations. In the
UHF frequency band, which is particularly suitable for supply
chain applications due to its superior read range, the European
radio regulations which are based on the ETSI recommendation
EN 302 208 permit the use of 15 200-kHz-wide channels
between 865.0 and 868.0 MHz by RFID readers [13]. However,
there are only ten subbands in which the maximum radiated
power of 2 W ERP is available, and which thus allow for
the largest read range. To avoid collisions with other reader
devices and radio transmitters, ETSI EN 302 208 introduces
the concept of “listen before talk (LBT).” Prior to transmission,
the RFID reader has to listen for the presence of another signal
within the intended channel of transmission. The threshold
level set for this listen-before-talk scheme, -96 dBm in the
worst case, implies that it is unlikely that two readers within the
same facility will be able to operate in the same channel [14],
[15]. Since large distribution centers might need to operate
as many as 100 readers, it is evident that readers need to
coordinate their activities somehow to avoid missing tags that
pass by while the reader is not operating due to the limited
number of channels available.3
Limited Communication Bandwidth: Another constraint is
the bandwidth available per channel, which limits the data
transmission rate between readers and tags. It restricts the
number of tags that can typically be identified per second
to the order of tens or hundreds. A tag labeling a shipment
that arrives on a pallet carrying more than a thousand tagged
items can thus easily be missed unless the identification of the
“shipment” tag is prioritized. To facilitate the latter, some RFID
protocols permit the selection of a certain group of tags based
on data stored on the tag [10], [17]. In [10], there is a “select”
command that selects a tag population based on a number of
different criteria before the inventory process is initiated by the
reader (cf. Fig. 5). The result is that the limited communication
bandwidth available is utilized efficiently, since only the tag
population of interest is inventoried. The RFID middleware can
utilize this feature of today’s RFID communication protocols
by propagating tag ID filters specified by any application to the
reader devices.
3There is a proposal to eliminate the LBT requirement in four of the ten channels [16], since the LBT scheme recommended in EN 302 208 is not taking the
capabilities of the latest RFID air interface protocols into account, such as the
dense reader mode in [10]. Eliminating LBT would alleviate the need for middleware to time division multiplex the readers in most applications. There is still
a middleware service required that assigns the frequency channels to readers appropriately.
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Fig. 6. EPC Network roles and interfaces [18].

IV. ACCADA—OPEN SOURCE RFID PLATFORM
The goal of the Accada project is to develop an RFID platform
that meets the application needs and constraints mentioned in
Sections II and III. Our implementation is based on the standardized interfaces published by one of the predominant RFID standardization body—EPCglobal—but also features a number of
extensions that address some of the challenges to RFID middleware design presented earlier. The Accada platform consists of
three separate modules: the reader module, the filtering and collecting middleware module, and the EPC information services
(EPCIS) module. These modules implement the corresponding
roles in the EPC Network (cf. Fig. 6), which is named after the
standardized tag identifier code, electronic product code (EPC),
which is stored on every tag. We begin our description with
the reader module, which performs data dissemination, filtering,
and aggregation at the reader level. We then continue with our
filtering and collection middleware, which decouples readers
and applications and provides additional aggregation and filtering functionality. The third module relates to the EPCIS part
of the EPC Network, which deals with a framework to interpret
the captured RFID data in an application context.
A. Reader Module
The reader module of the Accada platform implements the
EPCglobal reader protocol [19]. Our implementation features
all mandatory and optional features defined in the reader protocol specification. This includes filters on tag ID and reader
antenna, time aggregates, such as entry and exit events, and
space aggregates, where multiple reader antennas can be logically grouped to a single source. There is also support for writing
to tags and external triggers such as motion sensors. The data
captured can be disseminated via a query response and a publish
subscribe mechanism using different message transport bindings as shown in Fig. 7. Our reader implementation also features a reader proxy that implements the host side of the EPCglobal reader protocol. This facilitates application development

Fig. 7. Accada reader implementation supporting the EPCglobal RP and RM
specifications.

Fig. 8. Screenshot of the Accada reader simulator.

because interaction with the resource-limited reader device is
now as straightforward as a remote procedure call.
The Accada reader implementation can be used in three different modes. In the first mode, the reader implementation is
deployed on a separate server as a surrogate and wraps a proprietary RFID reader protocol using the built-in hardware abstraction layer (cf. Fig. 7). Our implementation currently supports a
variety of reader devices from different manufacturers.
To facilitate testing of RFID applications when there is no
actual reader available, the Accada reader can also be used in a
simulation mode. The built-in simulation framework that supports this mode includes a graphical user interface that allows
the developer to drag and drop tags over different reader antennas (cf. Fig. 8). The simulation framework also provides a
mechanism to schedule the detection of a tag at different times
on different reader instances. This allows a developer to simulate the movement of a tag population through the supply chain.
In the third mode, the Accada reader implementation can also
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Fig. 9. Entry and exit events generated by an adaptive filter from RFID data.

be deployed on an RFID reader itself to provide data dissemination, filtering, and aggregation capabilities.
The Accada reader module also features adaptive filters that
automatically adjust the time constants of the filters that remove
any noise resulting from false negative reads [11]. Without our
adaptive filters, these time constants need to be specified manually, which is difficult in practice. A sample aggregate computation is shown in Fig. 9. In Fig. 9, the time constant is set to
eight time units. To eliminate false positive reads, tags need to
be detected a few times before an entry event is triggered.
Our reader module uses a virtual tag memory service
(VTMS) that facilitates writing to a tag by shielding the application from the characteristics of RFID tag memory: limited
memory size, different memory organizations, reduced write
range. Hosts simply provide key-value pairs that should be
written to a set of tags. The reader module then checks with the
VTMS for the appropriate tag memory block and page to write
to. If the write succeeds, the reader module acknowledges this
to the host and stores a backup copy of the data in the virtual
representation of the tag in the VTMS. If the tag memory gets
corrupted at a later stage or the host wants to access the memory
of the tag while the tag is outside the range of any reader, the
data can be made available via this virtual memory. If the write
to the tag fails due to insufficient power, the key-value pair
will be stored in the VTMS and flagged as “open.” The reader
will retry the write command at a later point of time. If there is
insufficient memory space, the host will receive an appropriate
error message and the key value will be stored in the virtual
tag memory only. The host can also indicate that the virtual
memory of a tag can only be accessed once the tag is in the
read range of the particular reader.
As with all enterprise IT systems, monitoring and configuration management are important issues in large-scale RFID
deployments. The reader module, therefore, also implements
the EPCglobal reader management protocol in order to provide fault and configuration management capabilities. While
the EPCglobal reader management protocol specifies both an
SNMP/UDP and an XML/TCP message transport binding, the
Accada reader module only supports the SNMP binding.
B. Filtering and Collection Middleware Module
The Accada filtering and collection middleware represents a
single interface to the potentially large number of readers that
make up an RFID system deployment. This allows applications
to define a standing query and subsequently subscribe to it. The
subscription is then used to configure the corresponding reader
devices using the EPCglobal reader protocol (cf. Fig. 10). This
feedback to the event producing readers allows the readers to use
the limited communication bandwidth efficiently. Such feedback

Fig. 10. Filtering and collection middleware.

can lead to an appropriate adaptation of the queries executed by
the reader over the air interface, e.g., targeting a particular tag
population at a higher sampling rate or switching off completely
to make the bandwidth available to another reader. The filtering
of the RFID data is then no longer carried out in the event router,
but over the air interface (cf. Fig. 5). Once the readers capture
relevant tag data, they notify the middleware, which combines the
data arriving from different readers in a report that is sent to the
subscribed applications according to a predetermined schedule.
Since the middleware receives data from multiple readers, it can
provide additional aggregation functionality. Redundant read
events from different readers observing the same location can
thus be omitted, reducing the amount of filtering and aggregation
required in any application interpreting the captured RFID data.
The interface between the filtering and collection middleware
and a host application is based on the EPCglobal application
level events (ALE) specification [20]. The ALE specification
defines a SOAP message transport binding for the subscription
communication channel and an XML and TCP/HTTP message
transport binding for the notification channel.
C. EPCIS Module
The EPC information services (EPCIS) [21] of the EPC Network is the component that is responsible for receiving the application-agnostic RFID data from the filtering and collection
middleware, translating them into the corresponding business
events, and making those business events available. The EPCISs
themselves consist of three parts (cf. Fig. 6): an EPCIS capturing
application that interprets the captured RFID data, an EPCIS
repository that provides persistence, and an EPCIS accessing
application that retrieves the EPCIS events from the repository.
EPCIS Capturing Application: The EPCIS capturing application subscribes to the filtering and collection middleware from
where it receives uninterpreted RFID read events. Its main task
is to translate these uninterpreted events (e.g., detection of tag
with ID 3455.3454656) into meaningful business events (e.g.,
arrival of a shipment of razor blades) that are known as EPCIS
events. If necessary, it is also the responsibility of the capturing
application to keep track of multiple filtering and collection
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Fig. 12. Deployment diagram of pharma distribution center demonstrator.
Fig. 11. Accada EPCIS module featuring an EPCIS repository as well as capture and accessing applications.

events and transform them into a single EPCIS event. This situation arises, e.g., when a number of individual items are commissioned on a pallet. In order to generate a business event out
of the plain RFID data obtained from the filtering and collection
middleware, the capturing application may need to acquire additional information, such as interactive user input or data from
business information systems. In general, implementations of
the capturing application differ significantly from each other depending on the business process in which they collect RFID data
and will thus have to be developed on a case-by-case basis. However, the Accada platform provides a generic capturing application for simple deployments where there is no need to acquire
data from external sources (i.e., other information systems or interactive user input). The Accada generic capturing application
can be configured to register an arbitrary number of subscriptions with one or several instances of the filtering and collection
middleware. For each subscription, a simple event template can
be specified that will be used to transform every incoming ALE
event into a single EPCIS event. This event is then written into a
freely configurable EPCIS repository (see the following). Configuration of both subscriptions, templates, and target repository
is done in an XML file, requiring no code to be written. It thus
hides from developers the complexity of the filtering and collection middleware as well as the EPCIS event generation and
communication with the repository.
EPCIS Repository: The repository provides persistence for
EPCIS events. The Accada platform includes a module that
adds two EPC Network-conformant interfaces to a relational
database backend (currently MySQL), turning it into an EPCIS
repository. New events can be stored in the repository through
the capture interface, while historical events can be retrieved
through the query interface (cf. Fig. 11). Current EPCIS standards do not define a query language, but rather use a few
predefined queries that can be parameterized. Accada provides
both synchronous and asynchronous (including scheduled)

query processing capabilities. The Accada EPCIS repository
provides a TCP/HTTP binding for the capture interface, a
SOAP binding for the query interface (allowing for the immediate execution of queries and the registration of subscriptions),
as well as an HTTP binding for the notification channel.
EPCIS Accessing Application: Applications that retrieve
data from the repository act as EPCIS accessing applications.
As such an application (e.g., a warehouse management system)
is not a middleware component, it is not included in the Accada
platform.
The Accada EPCIS module includes both a graphical capturing and accessing application in order to facilitate the development of applications using EPCIS. During the development
of an Accada-based application, these tools can be used in the
testing and debugging phase to interactively store events in and
read events from a repository.
V. SAMPLE APPLICATIONS
In order to illustrate the value and maturity of the Accada
platform, we present two RFID applications that use Accada.
The first example is a supply chain application that is based on
the scenario described in Section II. The other application is a
pervasive gaming application, where a deck of cards is equipped
with RFID tags. Both have been in routine use in our research
group.
A. Pharma Distribution Center Application
The pharma distribution center application comprises all
three modules of the Accada platform and features four different reader devices (cf. Fig. 12). These reader devices are
used to identify incoming goods, to monitor the inventory in
the warehouse, and to identify the items present at the pick and
pack station, which are defined as follows.
• Incoming Goods: The data captured by two readers are aggregated by the filtering and collection middleware. The
corresponding EPCIS capturing application subscribes to
it in order to receive tag appearance events from the logical
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Fig. 13. Screenshot of the EPCIS accessing application.

Fig. 15. Smart playing cards. (a) Display. (b) Top view. (c) RFID-equipped
cards. (d) Reverse side of cover.

Fig. 14. Anti-counterfeiting application.

reader “incoming goods” and checks whether incoming
shipments are complete. It then generates a corresponding
EPCIS event and stores it in the EPCIS repository.
• Inventory: The reader is configured to scan the inventory
every 5 min. Any tags that arrive or disappear are reported
via the filtering and collection middleware to the EPCIS capturing application. An EPCIS accessing application makes
the data available to the warehouse staff (cf. Fig. 13).
• Pick and Pack Station: The reader at the pick and pack station continuously monitors the desk of the staff and updates
the list of tags currently present in near real-time. The information is displayed on a screen to support the staff.
In this context, we also developed a second application that
demonstrates how the events collected in a pharma supply chain
can be shared with third parties using the Accada EPCIS repository. Our second demonstrator is a simple anti-counterfeiting
application that incorporates the idea of checking whether a
product has a plausible track and trace history in order to determine if it is authentic or counterfeit [22]. The demonstrator
consists of a Java ME MIDlet running on a Nokia 3220 mobile
phone that is equipped with a near field communication (NFC)
module. When the user touches a medicine package to which
we have attached an NFC-compatible RFID tag, the EPC stored
on the tag is read and used to retrieve the corresponding EPCIS
events from the repository. Depending on the EPC’s history, the
user is then informed if the product is likely to be a counterfeit
or not (cf. Fig. 14).4
4In our demonstrator, we consider the trivial case where each product has a
fixed path through the supply chain and its authenticity can be established by
simply comparing its track and trace data with the fixed path.

Fig. 16. Deployment diagram of smart playing cards application.

B. Smart Playing Cards
Computer-augmented tabletop games have recently received
considerable attention. In contrast to the most common form
of pervasive gaming, where computer games are mapped onto
real-world settings, augmented tabletop games build on oldfashioned (board) games that are enriched with unobtrusive
information technology. Smart playing cards [23] represents
a conventional card game that is augmented with information
technology to automate score keeping and to advise novice
players (cf. Fig. 15).
In this smart card game, we use a single short-range RFID
reader (Feig ID ISC.MR100) together with a multiplexer (Feig
ID ISC.ANT.MUX-A) that switches five different antennas (cf.
Fig. 16). The antennas are integrated into a cover that is commonly used to facilitate the playing (cf. Fig. 15). We minimize
the time it takes to detect card movements by dynamically eliminating antennas of no interest by configuring the Accada reader
module appropriately. Initially, we only subscribe to receive
entry events on the four “player” antennas because the central
antenna is of no significance during card distribution. After the
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TABLE I
APPLICATION REQUIREMENTS ADDRESSED IN ACCADA

TABLE II
CONSTRAINTS OF PASSIVE RFID TECHNOLOGY ADDRESSED IN ACCADA

system has determined the owner of each card, the outer antennas are deselected and the application subscribes to entry
events on the central antenna only. Since the filtering and aggregation takes place within the reader module, there is no need
to develop custom filtering software in the application.
Since EPCIS models supply chain processes and not gaming
applications, the card game does not use the Accada EPCIS.
There is also no need to implement the filtering and collection
middleware based on the ALE interface, since we are dealing
with a single reader instance only.
VI. DISCUSSION
The Accada platform was developed to meet the application needs and constraints of passive RFID technology listed in
Sections II and III. Both of them—needs and constraints—make
the development of middleware unique for the RFID domain.
Tables I and II show that our Accada implementation addresses
the majority of the application requirements and constraints of
passive RFID technology. In the following subsections, we discuss each module, list its limitations, and present future work.

A. Reader Module
The usage of the Accada reader module is envisioned in three
different modes: as a surrogate, where the software is deployed
on a separate (embedded) computer, embedded on a reader itself, and as a simulation tool with a graphical user interface with
no actual reader hardware connected. The reader module implements all mandatory and optional features specified by the
EPCglobal reader protocol [19]. This includes data dissemination, filtering, aggregation, writing to tags, and external triggers
(cf. Table I). Our reader module implementation also features a
number of add-ons which are not part of the previous specification. This includes the virtual tag memory service, the adaptive
filters to compute the aggregates, and the surrogate mode, all
of which help to address the constraints of passive RFID technology (cf. Table II). The virtual tag memory service facilitates
writing to a tag by shielding the application from the particularities of RFID tag memory: limited memory size, different
memory organizations, reduced write range. The adaptive filters help to deal with the false negative reads and to smooth
the noisy RFID data. Due to our surrogate concept, where the
Accada reader software is deployed on a separate (embedded)
computer and connects to reader devices via our hardware abstraction layer, our implementation also addresses the heterogeneity of the reader landscape and in particular those reader
devices with proprietary message transport bindings and limited
resources. This surrogate mode supports only a limited number
of different reader devices, which do not speak the EPCglobal
reader protocol yet. We hope that other researchers will see the
benefit of the existing open source Accada implementation and
contribute drivers for the reader devices they use.
The fault and configuration management capabilities of our
reader module are based on the EPCglobal reader management
protocol [18]. An Accada reader can thus be managed and configured like any other IT equipment via the simple network monitoring protocol (SNMP). The Accada reader implementation
currently uses the standard edition of SUN’s Java Virtual Machine rather than a microedition. The result is that the Accada
reader implementation can only be embedded on those reader
devices that feature significant computing resources. In the future, we should consider porting the software to be compliant
with one of the Java profiles for limited devices.
The EPCglobal reader protocol version 1.1 currently consists of a large number of optional features. This design choice
seems to be a direct result of the heterogeneity of the reader
landscape, where reader devices with significant computing resources were envisioned to provide the majority of the optional
features and low-end reader devices would only support the
mandatory features and possibly a small number of the optional
features. However, this makes application development a significant challenge, since there is no service discovery available
that could advertise the supported features. Future versions of
the EPCglobal reader protocol could address this issue by providing different reader profiles with corresponding feature sets.
The EPCglobal reader protocol version 1.1, which we implemented in Accada, abstracts from the underlying air interface
protocols. This was an explicit design choice, since it shields
the application developer from the RF communication details.
The disadvantage of air interface abstraction is that advanced
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features particular to an air interface are not available. This reduces the RFID performance in challenging application environments, e.g., where many readers operate in close proximity
or tags move fast. For users of the EPCglobal UHF Class 1 Generation 2 Protocol, this means, for example, that advanced features such as the dense reader mode are not exposed. There is
also no way to externally control protocol timings and coding
schemes to deal with interference.
While the EPCglobal reader protocol supports tag memory
access, the commands can only be triggered by the application.
It is not possible to schedule inventory, write, read, or kill operations. The result is that a tag might have left the range of
the reader before the reader reported the tag identifiers detected
and received the corresponding write command. The recently
released EPCglobal low level reader protocol [24] addresses
these shortcomings. LLRP does not specify any filtering and aggregation functionality on the RFID reader though. This means
that all filtering and aggregation needs to be carried out in the
middleware.
B. Filtering and Collection Middleware Module
The Accada filtering and collection middleware supports
data dissemination, filtering, and aggregation. At first sight, this
seems redundant to the capabilities provided at the reader level.
However, it is essential to support filtering and aggregation
at both levels. There might be readers that do not support the
optional filter and aggregation functionality due to limited
computing resources. Moreover, the middleware is also capable
of aggregating information captured by a number of different
readers. It would be helpful if the reader protocol and application level events specification of EPCglobal used the same
nomenclature and specified common functionality in the same
way.
While the decoupling of RFID event consumers and producers is desirable, the limited bandwidth available to RFID
systems requires a feedback mechanism for readers to determine whether applications are interested in the RFID data they
produce. Our filtering and collection middleware is thus not
just a messaging service that receives events from the event
producers and routes these to subscribed applications, but it also
feeds the subscriptions registered to the appropriate readers.
This feedback can then lead to an adaptation of the queries
executed by the reader over the air interface, e.g., targeting a
particular tag population at a higher sampling rate or switching
off completely to make the bandwidth available to another
reader. The filtering of the RFID data is then no longer carried
out in the messaging service, but over the air interface (cf.
Fig. 5). If such a feedback mechanism is missing and readers
simply coordinate access to the radio channel independently
of the application’s needs, the quality of the captured data
will suffer. A reader configured to read any tag might miss a
fast-moving pallet tag, potentially the only tag an application
is interested in. Likewise, a reader listening for tag replies and
occupying a radio channel—though no application desires its
data—will potentially cause a dock door reader that is unable to
find a free channel to miss an outgoing shipment. Such a subscription feedback mechanism is also beneficial from a privacy
perspective. It prevents RFID readers from collecting data and
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possibly logging those data without any specific application
indicating an interest in the data.
Our filtering and collection middleware is currently not scalable to very large numbers of readers and notification volumes.
There is no mechanism to farm out the event aggregation and
routing to multiple servers in a tightly-coupled local area federation. This would require methods for handover of connections
to facilitate load sharing. There are also no security mechanisms
in place to authenticate readers and applications.
C. EPCIS Module
While Accada supports collaborating parties in sharing their
RFID-related data through the EPCIS module, it does not currently provide means to look up all EPCIS repositories containing data on a given EPC. As the current EPCglobal specifications do not address the issue of discovering repositories,
collaborating parties will have to use some out-of-band mechanism to advertise their repositories. However, for the special
use case of finding a manufacturer’s repository, EPCglobal provides a global infrastructure service, named object naming service (ONS) [25]. As this service is merely an extension of the
existing domain name service (DNS) infrastructure, and using
it is as simple as looking up a domain name in the DNS, Accada
does not provide any dedicated module for it. Future releases of
Accada should, however, provide components that facilitate the
advertisement and discovery of repositories without exposing
confidential data.
Last, Accada only allows for the persistence of business
events, while uninterpreted RFID data is discarded once it has
been processed. While this is sufficient for many applications,
the availability of historical raw reads would be especially
helpful in the case of an exceptional situation that is not
mirrored in a business process and does thus not generate a
persistent event. For instance, many companies must make sure
that their production process adheres to regulations imposed
by law or internal standards. It might, e.g., not be allowed to
keep one chemical substance in close physical proximity of another, highly reactive substance. In order to ensure compliance
with regulations, it is common practice to conduct audits. In
these cases, it might be useful for an auditor to have historical
location data at hand. By analyzing samples from the location
history, dangerous conditions could be detected, e.g., in a safety
audit or environmental audit. A possible approach to such needs
would be to extend Accada to also provide a persistence and
query mechanism for historical data on the reader or filtering
and collection level.
VII. RELATED WORK
The need for an RFID infrastructure and the application
requirements towards such an RFID infrastructure have been
discussed in a number of publications [4], [26], [27]. Initially,
the concept of a distributed networking infrastructure for RFID
was proposed by the Auto-ID Center, an industry-sponsored
research program to foster RFID adoption [3], which coined
the term EPC Network.
Our work is closely related to a component in a now outdated
architecture of the EPC Network, which was called Savant [28].
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While the Savant software addressed some of the application requirements presented in Section II (e.g., it featured functionality
for coping with the idiosyncrasies of different kinds of readers
and for cleaning the data), there was only limited built-in functionality that specifically addresses data dissemination, filtering,
and aggregation. In the Savant implementation, there was also
no predefined subscription language. Instead, the Savant concept allowed applications to register event filters programmed
in the Java programming language, which could operate on a
combination of notifications. This approach increases the expressiveness of the subscription language at the expense of performance and scalability [29]. We believe that a predefined subscription language as provided by [19] and [20] is expressive
enough to support RFID data filtering and aggregation. However, the Savant architecture did not feature the strict separation of application-agnostic filtering and aggregation and application-specific data interpretation that we presented in this
paper and which is reflected in the EPC Network architecture
[18]. In the Savant system architecture, user-defined operators
are thus not only used to filter the data, but also to interpret the
data in an application context. It is important to note that in this
kind of system architecture with custom application code executed on middleware appliances and RFID readers, the ALE interface and the reader protocol interface in its current form are
not applicable.
There are a number of other commercial and noncommercial RFID middleware products available, among others [26],
[30]–[33]. All of them address the application requirements for
device and data management and data interpretation listed in
Section II. To our knowledge, none of them incorporates the
standardized interfaces developed by the EPCglobal community
to the extent shown in this paper.
The requirements which an overall RFID network infrastructure should meet and the corresponding system architectures
have also been studied by [26], [34]–[37]. Our work differs because it focuses in particular on the constraints imposed by passive RFID and how these can be addressed in an appropriate
middleware design.
In Section III, we mentioned the limited bandwidth available to RFID readers. To address this problem, we proposed
a middleware design that selectively propagates the subscriptions to the RFID readers. The implication is that readers which
would capture data that no application is interested in at any
given point of time will refrain from operating and occupying
the scarce bandwidth. However, there are a number of complementary approaches to address this reader collision problem,
which was first documented in [38]. They include approaches
that involve frequency planning and time-division multiplexing
schemes [10], [39], [40], but also methods such as shielding and
triggering RFID readers with motion sensors [41].
The filtering and collection middleware functionality of
our Accada platform differs from the one commonly found
in publish-subscribe systems. In traditional publish-subscribe
systems, there is no feedback path from the messaging service
to the producers. Due to the restricted bandwidth available to
the RFID readers on the air interface and the potentially large
amount of data they produce, the subscriptions of the applications are fed back to the event producing reader instances.
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The result is that reader instances only disseminate data to the
messaging service which are of interest to the applications.
The event router Elvin [42] uses a similar kind of feedback
mechanism called quenching.
Different from most other publish/subscribe messaging systems such as [29] and [42], the subscription process used in
the Accada filtering and collection middleware consists of two
steps. In an initial step, applications define a subscription, where
they specify notification latency, aggregates, and filters. In a
second step, applications can then simply subscribe to a previously defined subscription. In Accada, the filtering and aggregation functionality is realized with dedicated software that
computes the aggregates. Alternatively, one could also consider
using messaging services with subscription languages that support compound filters or patterns which are matched against
multiple notifications based on both their attribute data and on
the combination they form [43], [44].
VIII. CONCLUSION
In novel RFID application domains, such as supply chain
management and logistics, there are many RFID readers distributed across factories, warehouses, and distribution centers.
The data the readers capture need to be disseminated to a variety of applications. This introduces the need for an RFID infrastructure that hides proprietary reader device interfaces, provides configuration and system management of the reader devices, and filters and aggregates the captured RFID data.
In this paper, we discuss these application requirements
in detail. We also contend that the characteristics of passive
RFID technology introduce constraints that are unique to
the development of middleware for the RFID domain. These
constraints include the occurrence of false negative and false
positive reads, tag memory variations, the heterogeneous reader
landscape, and the limited communication bandwidth available
to RFID readers. To address these constraints and the application requirements for filtered and aggregated RFID data, we
developed Accada, an open source RFID platform.
The paper shows that the current Accada implementation,
which is based on a set of specifications developed by the EPCglobal community and a number of extensions, such as the surrogate concept and the virtual tag memory service, addresses the
majority of the application requirements and limitations of passive RFID technology. The paper illustrates that a publish-subscribe approach that provides an additional feedback path to the
event producing RFID readers is appropriate for RFID middleware design.
Our paper also discusses limitations of the existing Accada
implementation. This includes the limited support for proprietary reader protocols and the abstraction from the underlying
air interface protocols between RFID readers and tags. The
latter means that advanced features for challenging environments available in some air interface protocols cannot be
utilized. Future versions of the Accada filtering and collection
middleware could provide persistence for RFID data captured.
The scalability of the filtering and collection middleware to a
large number of readers could be improved by farming out the
event aggregation and routing to multiple servers in a local area
federation.
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